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Two Goals

1. Stop the IG Screenshot Scam

2. Promote good security overall



IG Screenshot Scam
The Attacker:
1. Compromises an account and thus has access to a list of 

followers.
2. Identifies a Target account on that list, with many 

followers.
3. Has the Target username from the public information, but 

not the password
4. Sends the “I’m going to send you a link, please send me 

back a screenshot.” message, which appears to come 
from a trusted source.

5. Attempts login as the Target and tells IG the password 
was forgotten.  This triggers IG to send a “reset link” to 
the Target, who screenshots it and sends to Attacker.

6. Receives screenshot of this link, uses link, and now owns 
the account.

7. Extorts money from the Target.  Uses the Target’s follower 
list and proceeds to repeat this process.



Via DM on IG











The Most Important Lesson

The biggest threat to your security on Instagram and 
the Internet, in general is this:

SOCIAL ENGINEERING

Always has been, always will be.



Good Personal Security



Email



Password Security



2-Factor Authentication

•Authenticator Apps
•SMS
•Email



Your Personal Checklist
• Trust no DMs until you confirm via a second 

channel.
• Use one password per site.
• Use a STRONG password.
• Use a Password Manager.
• Use 2-Factor authentication, preferably with an 

app, not SMS or Email.
• Do not click links in emails or DMs.


